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UNU Macau is a UN think

tank that focuses on research
concerning digital technologies
for sustainable development. It
also helps transform the digital
future of the UN system and
member states through learning
and capacity development.



Introduction of
UNU Institute in

Macau

Founded in 1992, the Institute has trained thousands of
people from all over the world. Some of them are now minis-
ters of ICTs from the Global South, presidents of universities,
senior government officials, and UN managers.

As an academic member of the UN family specialised in
digital technologies, UNU Macau has brought forward many
insightful research contributions for evidence-based and data-
driven decision-making and policy development. Our recent
research on the ethics of Al, cyber resilience, and modelling to
prepare for the next pandemic are some key examples.

We believe thatresearch and training should always
go hand in hand. Research makes our training
content more fresh, applicable, contextualised,
up-to-date, and alive. Training reinforces research,
as more ideas emerge during the interactions with
learners. The virtuous cycle keeps us energised
and sought after in the UN system, by the member
states, NGOs, and private sector.

UNU Macau consists of a dynamic, multi-disciplinary and multi-
cultural team of international researchers and professors.
Moreover, they have deep knowledge about the UN and
the digital realities faced by member states.



UNU Institute in Macau is situated in Macau Special Admin-
istrative Region (S.A.R.), China. Our office is in Casa Silva
Mendes, a beautiful cultural heritage building built in 1905
that once belonged to Manuel da Silva Mendes, a renowned

writer and art collector.

Old photograph of
Casa Silva Mendes.

Located in the Greater Bay Area of China, the Institute has
access to new technologies and innovation, forward-leaning
technology industry partners, and diverse academia and
NGOs from the region. Macau’s central location enables
easy transportation to mainland China, Hong Kong S.A.R., and
other Asian countries, such as Japan, South Korea and Thailand.

UNU Macau, formerly known as the International Institute
for Software Technology (UNU-IIST), is grateful for the 30
years of generous support of its host governments.

UNU Macau will continue to lead
research and training to build a
sustainable digital future for all.



What
we do

Policy-relevant research to support
evidence-based decision-making on
digital technologies for sustainable
development.

Capacity development and

training on digital technologies for
sustainable development for the UN
system and the Global South.

Global convening of UN Member
States, UN entities, regional bodies,
NGOs, academia, and the private
sector to unlock the potential of
digital technologies for sustainable
development.




Our
research
focus

The Institute works collaboratively with its partners to co-create
research projects across diverse thematic areas, such as:

* Responsible Artificial Intelligence
* Gender and technology
e Digital health and wellbeing

* Participatory modeling



Target
audience
and
training
themes

Our courses are targeted at a range of audiences across all
levels from government officials, UN staff and managers,
those working in NGOs, as well as interested private sector
employees and youth. These courses can be run across a
variety of modalities including in-person, online, and hybrid.
We work with individuals and organizations to provide the
best fitting training solutions.
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Understand the United Nations and
Sustainable Development Goals

Founded in 1945 and currently made up of 193 Member States, the United Nations is an
intergovernmental organization providing a place where all the world’s nations can gather

together, discuss common problems, and find shared solutions that benefit all of humanity.
As evolved over the years, the United Nations has also served as a forum to address issues
that transcend national boundaries’. The 2030 Agenda for Sustainable Development, unan-
imously adopted by all United Nations Member States in 2015, serves as a shared blueprint
for peace, prosperity, and sustainability for people and the planet. At its core are the 17
Sustainable Development Goals (SDGs), which urgently call for action by both developed
and developing countries. These goals aim to address interconnected global challenges,
emphasizing that poverty eradication, improved health and education, reduced inequality,
and economic growth must go hand-in-hand with efforts to combat climate change and
protect our oceans and forests?. This course aims to develop a comprehensive understanding
of the United Nations and its evolving role in addressing global challenges in local and
global contexts. Participants will also deeply learn about the United Nations 2030 Agenda
for Sustainable Development and SDGs, achievements and challenges in building a sustain-
able future, and how we can lead sustainable actions towards SDGs.

Subtopics Expected outcomes
* The role of United Nations in the contemporary * Understand the processes that culminated in the
world 2030 Agenda for Sustainable Development

UN'’s responses to global pressing challenges:
rules, norms, and ideas

Millennium Development Goals, Sustainable
Development Goals and 2030 Agenda for
Sustainable Development

Source: https://www.un.org/en/about-us

Source: https://sdgs.un.org/goals

Knowledge of each of the 17 SDGs, including
awareness of the related targets and indicators

Understand the role of United Nations in
building a sustainable future for all

Awareness of major achievements and ongoing
challenges in realizing the SDGs

Appreciation of the various approaches that
different stakeholders employ to contribute to
the achievement of the SDGs
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Digital Technology and
Sustainable Development

Digital technologies have advanced more rapidly than any innova-
tion, reaching around 50% (see Digital Cooperation report) of the

developing world’s population in only two decades. Digital tech-
nologies are transforming governments, economies, and societies.
They have the potential to play a catalytic role in supporting the
global community to achieve the 2030 Agenda - the 17 Sustain-
able Development Goals (SDGs). This course will highlight the wide-
ranging importance of digital technologies and their impact on the
SDGs. This course will also explore the uses and impacts of new
technologies within international organizations by using a concep-
tual framework including technology maturity, ethics, and impact
on beneficiaries. Participants will learn how these technologies are
used in promoting sustainable development, what their advantages
are, and what current risks and challenges are.

Subtopics

Expected outcomes

e Harness digital solutions for sustainable
development

* Opportunities, challenges, and risks of digital
transformation for achieving SDGs

e Al and its impact on SDGs: smart cities, digital
twins, loT, robotics

e Ethics, policy, and environmental practices
related to new technologie

* Understand digitalization issues and the impact
of digital technology on the Sustainable
Development Goals

¢ Understanding of new technologies and
their application in promoting sustainable
development contexts at local, regional, and
global levels

e Critical thinking and ability to assess the
relevance and usefulness of digital technologies
for achieving SDGs

¢ Understanding of the connection between
new technologies, data, and more mature
technologies.

* Awareness of opportunities, challenges, and
risks of digital solution for achieving SDGs
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Understand and Engage Digital
Technology to Build a Sustainable Future

Digital technologies are transforming our lives in many ways. We can use digital technolo-

gies to reduce poverty, increase decent work, and universalize literacy which are key compo-
nents to a sustainable future that is marked by fairness, peace, justice, and equality. But
digital technologies can also threaten privacy, erode security, and fuel inequality. They have
implications for human rights’. The rapidly evolving Al has profoundly changed the media
that we use for accessing information, entertaining, and educating. Media powered by Al
can enable people to be heard and connected easily; they can also reinforce existing bias
and inequality by spreading hate speeches and disseminating misinformation and disinfor-
mation, as well as amplifying echo chambers. In our increasingly digitally connected world,
how do we understand digital technologies critically? How do we engage in digital technol-
ogies effectively, responsively, positively, and ethically? How do we use digital technologies
to actively engage in public life and shape a sustainable future for all? This training will focus
on these questions, and explore approaches that we can use to unlock the potential of
digital technologies to build a sustainable future.

Subtopics Expected outcomes

¢ Digital technologies for sustainability e Understand the interrelation between digital

o Impact of digital technologies technologies and sustainability

e Knowledge and skills to use digital technologies
to critically reflect information dissemination and
meaning construction in the digital world

¢ Digital technologies and literacy

¢ Digital inclusion

e Awareness of using digital technologies
positively and responsively.

¢ Knowledge of engaging with digital
technologies and how to use digital
technologies to shape a sustainable future.

1 Source: https://www.un.org/en/un75/impact-digital-technologies
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Life Online: Mitigating Risks and
Maximising Opportunities for Health and
Wellbeing in Cyberspace

We have more opportunities than ever before to be connected to one another, to learn, to
engage with media, and to be entertained through digital technologies. With this connec-
tion comes both positive and negative impacts on physical, mental, and social health. Omni-
present access to the internet is influencing the ways we live and work, and this has flow on
effects to how we think, feel, and act. As we make progress in addressing the first level of
the digital divide — the ability to access internet connected technologies — it is becoming
clear that there the risks of engagement in online spaces have disproportionate impacts on
marginalised and vulnerable groups. This course will examine features of computer-human
interaction with a focus on highlighting issues of equity, health, and well-being of women,
children, and those crisis and conflict affected areas. The concept of digital wellbeing will be
introduced to help participants understand how to mitigate the risks and promote the bene-
fits of online life for themselves and others. This course also seeks to examine how we can
support, educate, and meaningfully include community in decision making and knowledge
production concerning the impact of technology in society.

Subtopics Expected outcomes

e Ecological models of wellbeing and the techno- ¢ Understand the multidimensional nature
subsystem of wellbeing and the impacts of digital

e Online life: Impacts on personal and collective transformation across spheres of life
wellbeing e Understanding of the features of computer-

* Digital wellbeing and the SDGs human interaction and how interactions with

« The digital divide technology are changing social and personal life
e Awareness of digital wellbeing and how to

support positive outcomes of technology
including how digital wellbeing relates to the
SDGs

e Awareness of the digital divide and how it
impacts diverse, marginalised groups
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Demystifying Al

Artificial Intelligence (Al) presents unprecedented opportunities for achieving the Sustain-
able Development Goals (SDGs) set in the 2030 Agenda for Sustainable Development. Al
offers unparalleled potential to enhance efficiency, solve complex problems, and improve
quality of life for individuals while driving innovation and progress for the whole world.
However, an understanding of Al technology is crucial for supporting individuals and orga-
nizations to make well-informed decisions regarding its adoption and utilization. Conse-
quently, this course aims to demystify artificial intelligence (Al) for participants with diverse
backgrounds. From its historical roots to cutting-edge applications, the course covers the
fundamental concepts of Al in a clear and accessible manner. Participants will gain insight
into the Al development process, covering key stages from data collection to model deploy-
ment. The foundational concepts of machine learning are examined to provide an under-
standing of algorithms and their applications in relation to SDGs. Furthermore, the course
explores generative Al fundamentals, uncovering how Al systems create new content.
Finally, the course examines natural language processing (NLP) to illustrate how Al inter-
prets and understands human language.

Subtopics Expected outcomes

* Aprimeron what Al is and its various e Ability to explain Al technologies and how
applications for the SDGs they are used to support humanitarian action,

e Al development process sustainable development, and peace processes

* Machine Learning basics e Ability to explain Al development phases, from

e Generative Al fundamentals problem definition and data collection to model

. training, evaluation, and deployment
e Natural Language Processing 9 ! ploy

¢ Understanding of machine learning algorithms,
including supervised, unsupervised, and
reinforcement learning

e Understanding of the basic principles and
techniques behind generative models

e Understanding of how Al processes and
understands human language
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Responsible Al

Artificial intelligence has profound significant influence on societies and ecosys-

tems, shaping human cognition, interactions, and decision-making. While Al
offers opportunities to accelerate progress towards Sustainable Development
Goals and common agendas, its deployment poses risks, including malicious
misuse and widening socio-economic disparities. Key ethical considerations
such as privacy, inclusivity, transparency, and accountability are therefore essen-
tial in providing a foundation for responsible Al development and deployment.
This course highlights key principles of responsible Al necessary in fostering
trust and ethical use of Al systems. Consideration of gender perspectives in
building Al systems is also explored - ensuring that the developed systems are
sensitive to gender-related biases, promote diversity and representation, and
contribute to more equitable outcomes for all users. The course also explores
real-world case studies and best practices of developing responsible Al solu-
tions for the good of humanity.

Subtopics Expected outcomes

* Risks, harms, and challenges posed by Al ¢ Awareness of the potential societal impact of Al

* Al transparency, accountability, explainability, and the underlying principles of responsible Al
and privacy * Understanding of gender perspectives in creating

e Al and gender inclusive and equitable Al systems

e Al risk assessment tools e Ability to understand and analyze ethical

dilemmas and considerations inherent in Al
development and deployment

¢ Familiarity with the tools for Al risk assessment
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Al Governance

As Al adoption expands to drive innovation across various sectors, it becomes
imperative to set strategies to mitigate its potential downsides and reper-
cussions on a global scale. Consequently, the need for global Al governance
has been stressed by the UN and its Member States. Al governance aims to
promote transparency, trust, minimize risks, and maximize the societal benefits
of Al while safeguarding against potential harms and abuses. This course offers
an in-depth exploration of Al governance, highlighting regulatory frameworks
and guiding principles. Participants will gain insights into the implications of
existing global and regional regulations on businesses and society - fostering an
understanding of Al governance dynamics. Moreover, the course aims to equip
participants with practical skills to develop effective Al governance frameworks,
considering factors such as cultural nuances and community values.

Subtopics Expected outcomes

* The Al governance and regulatory landscape ¢ Understanding of the current Al governance and

e Al governance principles regulatory landscape and what is on the horizon

¢ Opportunities and challenges related to Al e Understanding of the importance of Al
governance governance principles and the strategies for

* Designing and implementing Al governance promoting such principles throughout the Al
frameworks lifecycle

* Understanding of how to design and implement
Al governance frameworks, considering factors
such as culture, processes, and technologies
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Data for Sustainable Development

The achievement of the Sustainable Development Goals (SDGs) requires the

presence of high-quality, timely, and reliable data, which is crucial for generating
relevant SDG indicators and other statistics. The course aims to strengthen the
knowledge and capacities of data producers and data users to ensure an effec-
tive use of data for the SDGs. It will showcase techniques, best practices, and
tools in selecting, creating, using, and interpreting data in support of the 2030
Agenda for Sustainable Development. Participants will learn how to assess the
quality, reliability, and timeliness of data, and how to effectively utilize data to
monitor and measure progress towards SDGs. The course also examines strat-
egies for data disaggregation to ensure inclusivity and equity in development
efforts including gender equity. Lastly, the course will examine the opportuni-
ties and challenges presented by digital technologies in data collection, anal-
ysis, and dissemination.

Subtopics Expected outcomes

e Foundations of data for sustainable
development.

¢ Data for SDG Monitoring and Evaluation
e Data Governance and Ethics
* Analyzing data with a gender angle

e Emerging Trends and Technologies in Data for
Sustainable Development

* Using data for policymaking

Solid understanding of sustainable development
and the role of data in achieving SDGs.

Understand of how to effectively utilize data to
monitor and measure progress towards SDGs.

Knowledge of data governance and ethical
frameworks, and strategies for ensuring privacy
and security

Acquire practical skills in data analysis from a
gender perspective.

Understand the opportunities and challenges
presented by digital technologies in data
collection, analysis, and dissemination.

Understanding of how to use data for policy
making and promoting equity in sustainable
development efforts.
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Data Privacy, Protection, and Ethics

The data revolution was recognized as an enabler of the Sustainable Development Goals, not
only to monitor progress but also to inclusively engage stakeholders at all levels to advance
evidence-based policies and programmes and to reach the most vulnerable. The 2030 Agenda
asserts that “Quality, accessible, timely and reliable disaggregates data will be needed to help
with the measurement of progress (SGDs) and to ensure that no one is left behind. Such data
is key to decision making.”

At the same time, there are legitimate concerns regarding risks associated with handling and

processing of digital data, particularly in light of the current fragmented regulatory landscape
and in the absence of a common set of principles on data privacy, ethics and protection. These
concerns continue to complicate efforts to develop standardized and scalable approaches to
risk management and data access.

Reaffirming that the right to privacy is a fundamental human right and recognizing the social
value of data, including the value of disaggregated SDG indicators with regard to the imple-
mentation of the 2030 Agenda, this course aims to provide a harmonized general framework
for accountable, adequately transparent, and responsible data handling practices.

Subtopics Expected outcomes

e Potential risks and harms that can result from

* Understanding key concepts and terminology
digital data use

related to data privacy, protection, and ethics to
¢ Data privacy and protection principles endorsed inform decisions

by the United Nations Development Group ¢ Ability to understand data privacy and

e Risks, harms, and benefits assessment tools protection principles for obtaining, retention,

* Existing regulations, rules, and policies use, and quality control of data from the private
concerning data privacy, data protection, data sector
ethics, and data security e Familiarity with tools to help identify and

minimize the risks of harm and maximize the
positive impacts of data innovation projects
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The Use of Synthetic Data for Training Al
Models - Introduction to Policy-makers

Data is critical at all stages of artificial intelligence development, especially during the

training and testing phases. Synthetic Data (SD) is information created by computer simu-
lations or algorithms that reproduce some structural and statistical properties of real-world
data. Data produced by this “synthesis” process can be images, videos, text or tabular
data. It is argued that 60% of the data used for Al systems will be synthetically generated
as soon as 2024. Using synthetic or artificially generated data in training Al algorithms is a
burgeoning practice with significant potential. It can address data scarcity, privacy, and bias
issues and raise concerns about data quality, security, and ethical implications. This issue is
heightened in the global South, where data scarcity is much more severe than in the global
North. (see https://unu.edu/sites/default/files/2023-09/UNU-Policy-Brief_1-2023_The-Use-
of-Synthetic-Data-to-Train-Al-Models.pdf)

Subtopics Expected outcomes

¢ Brief introduction to Artificial Intelligence. What
are Generative Al models and how they differ
from traditional Al systems?

What is Synthetic Data?: This section will
introduce the concept and definition of synthetic
data, as well as the methods and techniques for
generating it. It will also cover the advantages
and disadvantages of synthetic data compared
to real-world data, and some use cases and
applications of synthetic data in various domains
and sectors.

Ethical and Legal Issues of Synthetic Data: This
section will explore the ethical and legal aspects
of synthetic data. It will discuss the potential
risks and harms of synthetic data, such as bias
propagation, data quality, security risks, misuse
and data pollution, and how to mitigate them.
Overview of the United Nations University

Synthetic Data Policy recommendations for
practitioners and policymakers.

e Understand what synthetic data is and how it is
generated,

e Understand the potential of synthetic data to
accelerate the attainment of the SDGs through
Al in the Global South while mitigating ethical
risks,

* Apply best practices and guidelines for using
synthetic data in their contexts.
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Global Digital Compact

Digital technologies are dramatically transforming our world. They
offer immense potential benefits for the wellbeing and advance-
ment of people, societies, and for our planet. They hold out the
promise of achieving the Sustainable Development Goals.

The Common Agenda proposes a Global Digital Compact to be
agreed at the Summit of the Future in September 2024 through
a technology track involving all stakeholders: governments, the
United Nations system, the private sector (including tech compa-
nies), civil society, grass-roots organizations, academia, and individ-
uals, including youth.

The Global Digital Compact is expected to “outline shared princi-
ples for an open, free and secure digital future for all”. The Common
Agenda report suggests issues that it might cover, including digital
connectivity, avoiding Internet fragmentation, providing people
with options as to how their data is used, application of human
rights online, and promoting a trustworthy Internet by introducing
accountability criteria for discrimination and misleading content.

Subtopics Expected outcomes

e Digital divides and digital inclusion e Understanding of the digital world divides (data
divide, innovation divide, governance gap, and

* Engagement and partnership with the public
value divide)

sector, private sector, technical and academic
institutions, and civil society * Understanding digital cooperation, actors, and
the global digital compact: Reaping benefits

* Opportunities and challenges to govern
and mitigating risks

emerging technologies
* Understanding of how to implement the Global
Digital Compact at the local level
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Agent-Based Models for Better
Health Policies

Multiple social and environmental systems on the planet are experiencing
massive stresses leading to migration, poverty, and displacement, among other
issues. Governments and international organisations decisions on policies and
investments need to be better informed, and this can be achieved by using
integrated models where citizens are more involved, so policies are more rele-
vant and accepted. The objective of such models is to provide a realistic, simpli-
fied representation of reality. This can be as simple as a map to understand
the optimal way to travel or as complex as a climate change model that inte-
grates various societal or environmental perspectives across different times or
geographical scales. Governments use modelling in their decisions all the time,
but often these models are too narrow and lead to unsustainable decisions
because environmental damage or social harm are not considered.

This course will help decision-makers to understand the complex connec-
tions and interactions between the Sustainable Development Goals and envi-
ronmental, social, and economic parameters included in integrated models.
Concrete examples in public health will be provided such as: COVID-19 models
in their role in public health policies, and how to engage communities in the
design of public health models and policies.

Subtopics Expected outcomes

e Complex systems and wicked problems e Understanding of situations where models/social
* Models that serve the society simulation can be applied

o Black swan events, black box problem e Understanding of the uses and limitations of

models for decision-making in the context of

* Agent-Based Models for public health policies SDGs and sustainability

* Participatory modelling ¢ Ability to engage stakeholders and citizens

in the design of large-scale models using
participatory approaches such as role-playing
games and computer simulations

—
27
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Introduction to Behavioral
Science & Digital Tech

To make progress towards meeting the Sustainable Development

Goals, tools, insights, and methods from behavioural science can
be utilised to maximise the impacts of policies and programmes.
Behavioural science uses evidence-based methods to the study
human behaviour in ways that can help us to understand indi-
vidual and social decision making as well as investigate how and
why people respond to programmes, policies, and incentives in
particular ways. Digital technologies have allowed for advances in
the way we communicate and interact with others, meaning that
the hold many possibilities and potential challenges for applying
behaviourally based insights. This course will cover the major
concepts within behavioural science and consider the use of new
and emerging technologies on capturing behavioural insights and
promoting behaviour change.

Subtopics Expected outcomes
® An introduction to behavioural science e Understanding of behavioural science and the
* The psychology of behaviour and behaviour psychology behind behaviour change

change * Ability to recognise the importance of

* Behavioural science in the context of policy behavioural science in policy

e Agent based modelling e Understanding of new tools and technologies

. . . for behavioural insights
e Predictive analytics and ethics 9

* Awareness of the opportunities and risks of
digital technologies for behavioural insights and
behaviour change

e Data driven insights and behaviour change
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