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Introduc)on 
Use of data in a humanitarian context is essen2al for life-saving interven2ons and the successful 
execu2on of programmes during crises. For instance, 2mely and accurate predic2on of forced 
displacement trends1 allows all en22es that are responding to a humanitarian crisis to make 
informed decisions rela2ng to the alloca2on of resources, the establishment of tailored 
processes, and advocacy for protec2on and solu2ons. Accurate data on nutri2onal status can 
guide the distribu2on of food and therapeu2c supplies to prevent malnutri2on. Informa2on 
about the spread of contagious diseases in a refugee camp can direct medical aid to where it is 
needed most urgently, poten2ally curbing an epidemic. Knowing the age, gender, and diversity 
profile of the popula2on can assist in the design of educa2on programmes and health services. 
Data on security incidents within a displacement seDng can lead to targeted protec2on 
measures and advocacy for beEer safety provisions. All these examples underline the profound 
importance of precise data collec2on and analysis in ensuring that aid is both efficient and 
effec2ve. 

Having mutual commitments among humanitarian actors regarding data collec2on, usage, and 
sharing can streamline its transparent and effec2ve use of data, provided they account for specific 
contexts. When these commitments encompass the processing of personal data, they must 
adhere to data protec2on principles and standards. However, transla2ng these commitments into 
ac2on can be challenging. The required technical know-how and infrastructure to facilitate such 
solu2ons aside, there are legal and ethical frameworks that must be considered. The ‘do no harm’ 
principle, for example, mandates en22es to avert any adverse impact on affected communi2es. 

Especially in the context of humanitarian work, such data oOen includes or derives from personal 
data of those affected by crises. This requires careful aEen2on for many reasons. 

To begin with, protec2on of such personal data is an integral part of protec2ng individuals’ life, 
integrity, and dignity in a humanitarian context.2 And for the United Na2ons High Commissioner 
for Refugees (UNHCR), data protec2on is part and parcel of refugee protec2on.3 For forcibly 
displaced and stateless persons, misuse or unauthorized disclosure of their personal data could 
result in far greater nega2ve impacts, and lead not only to iden2ty theO and fraud but also 
discrimina2on, s2gma2za2on, and even violence or persecu2on. 

Similarly, the likelihood of such risks materializing could also be higher given their par2cular and 
vulnerable situa2on. Processes that are set up without taking into account the context of a 
par2cular situa2on, a n d  t h a t  lack safeguards to center the agency of the individuals whose 
personal data collected, used and shared, are prone to result in func2on creep and misuse of 

 
1 For UNHCR’s ini1a1ve on Nowcas1ng, See, Andrea Pellandra and Giulia Del Panta, “The Power of Now: Nowcas1ng Refugee Popula1on Figures 
at UNHCR,” 10 February 2023, UNHCR Blogs, hLps://www.unhcr.org/blogs/the-power-of-now-nowcas1ng-refugee-popula1on-figures-at-unhcr/.  
2 ICRC, Handbook on data protec7on in humanitarian ac7on, Second Edi7on. Accessible at: https://www.icrc.org/en/data-protection-
humanitarian-action-handbook.  
3 See, Alexander Beck, “Data protec1on is part and parcel of refugee protec1on,” 23 May 2018, UNHCR Blogs,  
hLps://www.unhcr.org/blogs/data-protec1on-part-parcel-refugee-protec1on/.  

https://www.unhcr.org/blogs/the-power-of-now-nowcasting-refugee-population-figures-at-unhcr/
https://www.icrc.org/en/data-protection-humanitarian-action-handbook
https://www.icrc.org/en/data-protection-humanitarian-action-handbook
https://www.unhcr.org/blogs/data-protection-part-parcel-refugee-protection/
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personal data. In view of this, even data elements not typically deemed to be among special 
categories of personal data4 take on heightened sensi2vity in humanitarian contexts. 

Finally, UNHCR is entrusted with par2cularly sensi2ve personal data of refugees, asylum seekers, 
internally displaced persons (IDPs), stateless persons, and returnees. Any misuse or overreach in 
using such data could erode trust from these groups and the global community, hampering 
UNHCR’s mission. 

This ar2cle examines the implementa2on of UNHCR’s global data-sharing arrangements with 
other UN agencies and Interna2onal Organiza2ons, which aim to facilitate transparent and 
efficient personal data sharing while adhering to relevant principles and standards. 

While doing so, it will also touch upon the par2cular context in which such arrangements are 
being created and implemented, the applicable frameworks, and the issues such arrangements 
aim to address. 

The Context 
UNHCR is a global organiza2on dedicated to saving lives, protec2ng rights, and building a beEer 
future for people forced to flee their homes because of conflict and persecu2on. 

UNHCR was established by the United Na2ons General Assembly in 1950 and is mandated by 
Member States to assume the func2on of providing interna2onal protec2on, and together with 
Member States, to facilitate solu2ons for forcibly displaced and stateless persons.5 

At the end of 2022, there were 108.4 million people forcibly displaced as a result of persecu2on, 
conflict, violence, human rights viola2ons, or events that seriously disturbed public order. This 
figure encompasses refugees (including refugees who are not covered by UNHCR’s mandate), 
asylum-seekers, internally displaced persons, and other people in need of interna2onal 
protec2on.6 Notably, 76 per cent of these individuals reside in low- to middle-income na2ons, 
with 70 per cent being housed in na2ons neighboring their countries or origin. 

UNHCR operates in 137 countries with 476 field offices, and works with nearly 900 partners, 
including NGOs, interna2onal NGOs, other UN en22es, interna2onal organiza2ons and 
governments. 

This results in complex global data flows which are essen2al to effec2vely deliver protec2on, 
assistance, and solu2ons to forcibly displaced and stateless persons. The data flows are diverse 
and at a global scale, and they occur in countries where there are well-established legisla2ve 
frameworks for data protec2on, as well as those where such frameworks are limited or non-
existent. 

 
4 For instance, see, Regula1on (EU) 2016/679 - General Data Protec1on Regula1on, Ar1cle 9. 
5 For further details on UNHCR’s mandate, See, UN High Commissioner for Refugees (UNHCR), Note on the Mandate of the High Commissioner 
for Refugees and his Office (October 2013). Accessible at: hLps://www.refworld.org/docid/5268c9474.html.  
6 See, UN High Commissioner for Refugees (UNHCR), Global Trends Forced Displacement in 2022 (June 2023). Accessible at: 
https://www.unhcr.org/sites/default/files/2023-06/global-trends-report-2022.pdf.  

https://www.refworld.org/docid/5268c9474.html
https://www.unhcr.org/sites/default/files/2023-06/global-trends-report-2022.pdf
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UN en22es are accorded with privileges and immuni2es by Member States to allow for the 
independent and effec2ve exercise of their func2ons and mandated ac2vi2es, and thus na2onal 
data protec2on frameworks are not enforceable on UN en22es. Nevertheless, opera2ng across 
mul2ple jurisdic2ons adds another level of complexity, since UN en22es and Interna2onal 
Organiza2ons oOen work in collabora2on with local partners or governments. The scope of this 
paper is the arrangements between UNHCR and other en22es which have privileges and 
immuni2es, and such complexity will therefore not be elaborated.7 

Having said that, UN en22es and Interna2onal Organiza2ons do not act in vacuum when it comes 
to processing and sharing personal data. They act in line with their own data protec2on and 
privacy frameworks that are applicable to them wherever they operate. In the context of UNHCR, 
this is the personal data protec2on and privacy framework established by the General Policy on 
Personal Data Protec2on and Privacy, adopted by the High Commissioner.8 The requirement of 
such a framework informs the structure and requirements of UNHCR’s data-sharing 
arrangements with third par2es. 

The Framework 
UNHCR adopted its Policy on the Protec2on of Personal Data of Persons of Concern to UNHCR in 
2015, establishing UNHCR’s data protec2on principles. It is a High Commissioner’s Policy (HCP), 
for which compliance is mandatory for all staff. 

In 2018, the UN High-Level CommiEee on Management (HLCM) adopted the Personal Data 
Protec2on and Privacy Principles which set out a basic framework for the processing of ‘personal 
data,’ defined as informa2on rela2ng to an iden2fied or iden2fiable natural person (‘data 
subject’), by, or on behalf of, the United Na2ons System Organiza2ons in carrying out their 
mandated ac2vi2es.9 These are considered to be high-level principles which inform frameworks 
that are adopted by each agencies. On their own, they represent the common denominators 
between different UN en22es when it comes to personal data protec2on and privacy principles. 
In prac2ce, they are built upon and elaborated by the respec2ve data protec2on frameworks of 
each UN agency. UNHCR is not the only UN en2ty or Interna2onal Organiza2on with a dedicated 
personal data protec2on and privacy policy.10 

 

 
7 For an elaborated analysis of interplay between frameworks of Interna1onal Organiza1ons and domes1c legisla1ons, see Massimo Marelli, 
“The law and prac1ce of interna1onal organiza1ons’ interac1ons with personal data protec1on domes1c regula1on: At the crossroads between 
the interna1onal and domes1c legal orders”, Computer Law and Security Review Vol. 50 (2023). 
8 UN High Commissioner for Refugees (UNHCR), General Policy on Personal Data Protec7on and Privacy (2022). Accessible at: 
hLps://www.refworld.org/docid/63d3bdf94.html. 
9 UN High-Level CommiLee on Management (HLCM), Personal Data Protec7on and Privacy Principles (2018). Accessible at: 
hLps://archives.un.org/sites/archives.un.org/files/_un-principles-on- personal-data-protection-privacy-hlcm-2018.pdf. 
10 For other examples, see ICRC, ICRC Rules on Personal Data Protec7on (Geneva, 2020). Accessible at: 
hLps://www.icrc.org/en/publica1on/4261-icrc-rules-on-personal-data-protec1on; “UNICEF Policy on Personal Data Protec1on,” UNICEF, 15 June 
2020,  hLps://www.unicef.org/supply/media/5356/file/Policy-on-personal-data-protec1on-July2020.pdf.pdf ; “World Bank Group Policy, 
Personal Data Privacy,” World Bank Group, 1 February 2021, hLps://ppfdocuments.azureedge.net/0298ff3b-8893-4894-91af-1i7c0d59e1.pdf; 
“WFP Guide to Personal Data Protec1on and Privacy,” World Food Programme, June 2016, 
https://docs.wfp.org/api/documents/e8d24e70cc11448383495caca154cb97/download/. 

https://www.refworld.org/docid/63d3bdf94.html
https://archives.un.org/sites/archives.un.org/files/_un-principles-on-personal-data-protection-privacy-hlcm-2018.pdf
https://archives.un.org/sites/archives.un.org/files/_un-principles-on-personal-data-protection-privacy-hlcm-2018.pdf
https://www.icrc.org/en/publication/4261-icrc-rules-on-personal-data-protection
http://www.unicef.org/supply/media/5356/file/Policy-on-personal-data-protection-July2020.pdf.pdf
http://www.unicef.org/supply/media/5356/file/Policy-on-personal-data-protection-July2020.pdf.pdf
https://ppfdocuments.azureedge.net/0298ff3b-8893-4894-91af-1ffb7c0d59e1.pdf
https://docs.wfp.org/api/documents/e8d24e70cc11448383495caca154cb97/download/
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UNHCR’s latest policy, the General Policy on Personal Data Protec2on and Privacy (GDPP) was 
adopted in 2022 as an HCP. It brings the UNHCR’s longstanding human rights-based approach to 
data protec2on and privacy in line with modern and global standards in this area. 

The GDPP establishes the no2on of UNHCR’s data protec2on standards, which includes data 
protec2on principles, the rights of data subjects, and a set of opera2onal standards. The laEer 
includes a set of opera2onal rules and requirements. These include the considera2on of data 
protec2on and privacy by design and by default in the development of tools, systems, and 
processes that involve processing of personal data, the requirement of data protec2on impact 
assessments for processing opera2ons that are likely to involve high risks to the fundamental 
rights and freedoms of data subjects, certain safeguards, and limita2ons to the use of automated 
decision-making and processing of sensi2ve personal data. 

Under the GDPP, UNHCR’s transfer of personal data with third par2es is subject to two general 
conditions. 

The first condi2on is that the transfer should be in line with UNHCR’s data protec2on and privacy 
principles, should respect the rights of data subjects, and conform to UNHCR’s opera2onal 
standards. Transfer of personal data is a form of processing in its own right, and therefore needs 
to be in line with the applicable framework, which is the GDPP. 

The second condi2on is that the transfer is executed based on arrangements that afford an 
adequate level of protec2on of personal data, as provided under the GDPP. The focus here is on 
the prac2cal consequences of sharing personal data: UNHCR’s data protec2on and privacy 
framework does not ipso facto apply to third par2es, and therefore, when UNHCR transfers 
personal data to third par2es, such personal data no longer benefits from the protec2on of 
UNHCR’s data protec2on and privacy framework. Therefore, thorough assessment of the 
recipient party becomes crucial, and implementa2on of appropriate technical, organiza2onal, 
and contractual safeguards for the transfer are necessary. 

These condi2ons require tailored data-sharing arrangements which take into account the nature, 
scope, and objec2ve of the transfer each 2me UNHCR makes a transfer of personal data to a third 
party. Using pre-determined transfer arrangements becomes impossible since they lack 
specificity and do not meet the requirements of UNHCR’s framework. 

This raises a prac2cal dilemma between the need for 2mely and efficient sharing of personal data 
to enable implementa2on of UNHCR’s mandate, and a requirement for establishing implemen2ng 
arrangements that are par2cular to the circumstances and the data protec2on risks presented by 
each transfer. 

This is where global data sharing arrangements prove their usefulness and relevance. 
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Global data sharing arrangements 
UNHCR has established global level data sharing arrangements with a number of UN en22es and 
Interna2onal Organiza2ons,11 such as the World Food Programme (2018), the Interna2onal 
CommiEee of the Red Cross (2021), and the World Bank (2023). 

These global level arrangements share similar objec2ves, a coherent architecture, and due 
process guarantees. They are global level commitments that guide implementa2on at the field 
level. They aim to simplify and clarify the sharing of personal data on the ground. In so doing, 
they provide a level of predictability that is necessary for collabora2on while ensuring that the 
principles set out by the data protec2on frameworks of each en2ty are respected. Moreover, they 
aim to safeguard the rights of data subjects, and to prevent the misuse of their personal data. 

These data sharing arrangements usually consist of two components: A framework arrangement 
that is signed at the global level complemented by an implemen2ng arrangement that can be 
further tailored and completed at the field level. Once the local implemen2ng arrangement is in 
place, it forms a complete agreement for the specified geographical scope and comes into force 
alongside the terms and condi2ons of the framework arrangement. 

These global level data sharing arrangements address five pivotal challenges, ensuring both 
efficient mandate execu2on and framework compliance: 

Achieving adequate level of safeguards for protec2on of the shared personal data. The global 
level arrangements include a commitment rela2ng to appropriate technical and organiza2onal 
safeguards that are included in the framework arrangement agreed at the global level. These 
pre-defined safeguards are then complemented, as deemed necessary, at the field level with due 
regard to the par2cular opera2onal context and reflected in the implemen2ng arrangement. 
These may include contextualized incident response plans, or defined loca2ons of processing 
opera2ons. 

The second issue is related to the specifica6on of purposes, for which shared personal data is 
going to be processed by each en2ty. The framework arrangements come with broadly-defined 
objec2ves, namely the ‘use-cases’ that are pre-agreed by the par2es. These use-cases are then 
further specified by the implemen2ng arrangement, in accordance with opera2onal needs. This 
aims to achieve the required level of local configurability at the opera2onal level and compliance 
with the principle of purpose specifica2on. 

The agreed level of technical and organiza2onal safeguards, and pre-determined use- cases, 
contributes to the predictable, 6mely and effec6ve implementa6on of programmes by the 
respec2ve en22es. Opera2ons can easily adopt the necessary contractual safeguards to start the 
implementa2on. 

The global data-sharing arrangements provide a degree of transparency and thereby agency to 
the individuals whose personal data is being processed and shared. The requirements, which are 

 
11 One example that is publicly available is one with the World Food Programme. See UN High Commissioner for Refugees (UNHCR), Addendum 
on Data Sharing to the January 2011 Memorandum of Understanding between the Office of the United Na7ons High Commissioner for Refugees 
(UNHCR) and the World Food Programme (WFP) (2018). Accessible at: hLps://www.refworld.org/docid/5bbcac014.html.  

https://www.refworld.org/docid/5bbcac014.html
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embedded into the global arrangement by design, includes provision of sufficient informa2on to 
the individuals in a manner and language that is intelligible and makes available due processes for 
their exercise of rights as data subjects. 

Consistency in applica6on of other data protec6on principles such as necessity and 
propor2onality, reten2on limita2on, and accuracy. The structure of the implemen2ng 
arrangements prompts the end-users, who are the colleagues in charge of decision-making with 
respect to processing and sharing of personal data, to take into account these principles and 
thereby achieve compliance with the applicable frameworks of the agencies. 

In conclusion, UNHCR’s Data Transforma2on Strategy an2cipates that data on forcibly displaced 
and stateless popula2ons is cri2cal to inform the interna2onal agenda and poli2cal debate on 
forced displacement and related issues, and to guide strategy development, policymaking, and 
programming choices at the global, regional, and na2onal levels. UNHCR is well posi2oned to be 
a trusted leader on data and informa2on related to refugees and other affected popula2ons, 
thereby enabling ac2ons that protect, include, and empower.12 

Having high-level commitments by en22es that are engaged in humanitarian work may facilitate 
data flows in prac2ce. When such commitments involve collec2on, use, and sharing of personal 
data, it is cri2cal that they allow a degree of configurability and specifica2on which is required 
for compliance with data protec2on and privacy frameworks, and for tailored implementa2on 
with due regards to the opera2onal contexts. 

 
12 UN High Commissioner for Refugees, Data Transforma7on Strategy 2020-2025: Suppor7ng Protec7on and Solu7ons (2019). Accessible at: 
hLps://www.unhcr.org/media/data-transforma1on-strategy-2020-2025. 

https://www.unhcr.org/media/data-transformation-strategy-2020-2025
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